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Step into the dynamic world of Cybersecurity with the Cybersecurity Analyst. This qualification equips you 
with the essential skills to defend networks, assess risks and respond to security incidents. It prepares you to 
protect critical information systems and security digital asses in an increasingly interconnected world. 

Admission Requirements 
To register for this qualification, candidates must meet one of the following criteria: 

❖ National Certificate at NQF Level 4 or equivalent   
❖ Recognition of Prior Learning (RPL) is available. 

Qualification Structure 
The qualification consists of Knowledge, Practical Skills, and Work Experience Modules, and work experience 
modules are divided over one year, providing a comprehensive understanding of Cybersecurity Analyst. 
Qualification structured as follows: 

Module Description NQF Level Credits 

SEMESTER 1 

Knowledge Modules 

KM-01 Introduction to Cybersecurity 4 8 

KM-02 Fundamentals of Network Security and Defence (Network Defender) 5 12 

KM-03 Cyber Security and Cyber Threats and Attacks (Ethical Hacking) 5 12 

Practical Modules 

PM-02 Assess Risks and Vulnerabilities and Evaluate Current Security Measures 5 20 

PM-03 Implement Protection, Prevention and Detection Measures to Mitigate Risk, Violations and 
Vulnerabilities. 

5 20 

SEMESTER 2 

Knowledge Modules 

KM-04 Introduction to Cyber Security Governance in terms of Legal Cyber Legislation and Ethics 4 12 

KM-05 Fundamentals of Design Thinking and Innovation 4 1 

KM-06 Refresher: Logical Thinking and Basic Calculations 4 3 

Practical Modules 

PM-01 Ensure Compliance in terms of Legal Cyber Security Requirements and National and 
International Standards. 

5 4 

PM-04 Apply Logical Thinking and Maths 4 6 

PM-07 Apply Design Thinking Methodologies 4 4 

Work Modules 

WM-01 Compliance with Legal Cyber Security Requirements 5 12 

WM-02 Cybersecurity Risk Assessments and Mitigation 5 20 

SEMESTER 3 

Knowledge Modules 

KM-07 Computers, Devices and Computing Systems 4 5 

KM-08 Data and Databases Vulnerabilities 4 3 

KM-09 Introduction to 4IR and Future Skills 4 4 

Practical Modules 



PM-05 Apply Basic Scriptwriting for Cybersecurity Toolsets 4 6 

PM-06 Access and Visualise Structured Data Using Spreadsheets 4 5 

PM-08 Function Ethically and Effectively as a Member of the Multidisciplinary Team 4 5 

Work Modules 

WM-03 Cyber Security Detection, Protection and Prevention Process 5 20 

 

Career Opportunities 

Students for this qualification are equipped with the essential skills needed to excel in all industries. Upon completing 

this qualification, Students can pursue various career opportunities, including: 

❖ Cybersecurity Analyst 

❖ Network Security Specialist 

❖ Information Security Officer 

❖ Incident Response Specialist 

 

Articulation Options 

❖ Horizontal: Higher Certificate in Computer Forensics, NQF Level 05. 

❖ Vertical: Advanced Certificate in Information Security, NQF Level 06.  

❖ Diagonal: Diploma ICT (NQF Level 6) 

 
 


